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TRUONG DAI HOC VAN LANG
PON VI: KHOA CONG NGHE THONG TIN

DPE THI/DE BAL RUBRIC VA THANG DIEM
THI KET THUC HQC PHAN
Hoc ky 1, ndm hoc 2024-2025

I. Thong tin chung

Tén hoc phan: | An ninh Ung dung Web

M3 hoc phan: | 7IITNW40703 Sb tin chi: | 3
Mai nhom 16p hoc phan: | 241 _71ITNW40703 01

L o ) Phut/
Hinh thtrc thi: B6 an Thoi gian lam bai: .
ngay
[ ] Ca nhan Nhom
Quy cach dat tén file Ma SV _Ho va ten SV_Ma dé tai
II. Cac yéu cu ciia dé thi nham dap img CLO
(Phdn nay phdi phoi hop véi théng tin tir dé cwong chi tiét ciia hoc phan)
Hinh | 1rongso ; llez g:)r
Ky thie | CLOUOM | coungichi | D™ | lwong
hi¢éu Noi dung CLO danh thanh 6 80 mike
CLO . phan danh toi da
gia gid (%) dat
PLO/PI
1) @ 3) “) ) (6) @)
Phat trién mo6 hinh bao Céc yéu cau
mat vao viéc xay dung ‘ vé ndi dung PLO2/P
CLOI | an ninh ng dung web D0 an 50% cua CSLT, 5
A A A 12.1
theo yéu cau doanh thuc nghi¢m
nghiép cua dé tai
Thuc hién trach nhiém Personal,
ca nhép vao viéc thuc ‘ Kha nang PLO7/PI
CLO3 | hién d6 an nhom va giai | Do an 50% trinh bay, 5 71
quyét cac van dé lién Tra 101 cau ’
quan dén nhom hoi
100% 10
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I11. N§i dung dé bai
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1. Dé bai
Ma dé tai Tén Pé tai Co s6 1y thuyét Thuc nghiém
WAS-01 | Phat hién 16 hong | - LS hong XSS: - Mbi trudng kiém thir: Mo
Cross-site Reflected, stored, DOM- | hinh, m6 td mo6 hinh
scripting voi base - Muc tiéu
XSStrike - Tan cong XSS trong - Kich ban, cac budc thuc
thuc té hién
- Tim va khai thac 16 - Hoan thanh duoc tin cong,
hong XSS phong chdng Reflected,
- Phong chéng tin cong stored, DOM-base
XSS - Str dung XSStrike trén Kali
- Cong cu XSStrike Linux, tao web kiém thur
trén Linux OS
WAS-02 | Trién khai tan - Tn cong vao cac co ché | - Mdi truong kiém thir: Mo
cong vao cac co xac thuc (Chuong 6, trang | hinh, m6 t4 m6 hinh
ché xac thuc trén | 119) - Muc ti€u
ung dung web - Cong cu (Metasploit, - Kich ban, cac budc thuc
Hydra, ZAP) hién
- Hoan thanh duoc tin cong,
phong chong 3 diém yéu
trong co ché xéc thuc
(Design Flaws in
Authentication Mechanisms)
- St dung céac cong cu trén
Kali Linux, tao web kiém
thr trén Linux OS
WAS-03 | Khai thac 16 hong | - Injecting into SQL - Mbi trudng kiém thir: Mo
SQL Injection (trang 291) hinh, m6 t4 mo6 hinh
trén ung dung - Cong cu Sqlninja - Muc tiéu

web st dung
Microsoft SQL
Server véi
Sqlninja

- Kich ban, cac budc thuc
hién

- Hoan thanh duoc tin cong,
phong chdng In-band SQL
Injection, Blind SQL
Injection, Out-of-band SQL
Injection

- St dung Sqlninja trén Kali
Linux, tao web kiém thur
trén Linux OS
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WAS-04 | Tu dong hdéa qua | - Injecting into SQL - M6i truong kiém thir: Mo
trinh phat hién va | (trang 291) hinh, mo6 td mé hinh
khai thac cac 16 - Cong cu Sqlninja - Muc tiéu
héng SQL - Kich ban, cac budc thuc
injection voi hién
sqlmap - Hoan thanh duoc tin cong,
phong chéng In-band SQL
Injection, Blind SQL
Injection, Out-of-band SQL
Injection
- Str dung sqlmap trén Kali
Linux, tao web kiém thur
trén Linux OS
WAS-05 | L6 hong https://owasp.org/Topl0/ | - Mai truong kiém thi: M6
A10:2021 — A10 2021-Server- hinh, m6 t4 mo6 hinh
Server-Side Side Request Forgery % |- Muc tiéu
Request Forgery | 28SSRF%29/ - Kich ban, cac budc thyc
hién
- Hoan thanh 3 trong 4 kich
ban do OWASP dé xuét
WAS-06 | L6 hong https://owasp.org/Topl0/ | -Mbi trudng kiém thir: Mo
A01:2021 - A01 2021- hinh, m6 td mo6 hinh
Broken Access Broken Access Control/ | - Muc tiéu
Control - Kich ban, cac budc thuc
hién
- Hoan thanh 2 kich ban do
OWASP dé xuat
WAS-07 | L6 hong https://owasp.org/Topl0/ | -- Méi truong kiém thir: M6
A07:2021 — A07 2021- hinh, m6 t4 mo6 hinh
Identification and | Identification and Authe |- Muc tiéu
Authentication ntication Failures/ - Kich ban, cac budc thuc
Failures hién
- Hoan thanh 3 kich ban do
OWASP dé xuat

2. Huéng din thé thire trinh bay dé bai
D6 4n duoc viét bang TIENG VIET bao gom nhitng van dé dugc trinh bay theo trinh tu

Sau:

(1) Trang bia (Theo mau)

(2) Muc luc
(3) Noi dung

Noi dung do an Trinh bay theo yéu cau va huwong dan cua giang vién dwa trén tinh

chat cua tirng dé tai ma sinh vién thyee hién. C6 thé chia lam 2 chwong:

- Chuwong 1: CO SO LY THUYET
- Chuong 2: THUC NGHIEM
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(4) Tai li¢u tham khao (Danh muyc cac loai tai liéu tham khao, bao gém: cac loai tai liéu,

gido trinh, bai gidng hodc tai liéu tham khdo tr mang Internet sinh vién phai chi ro

nguodn goc cua tai liéu da suu tam)

Hinh thure trinh bay: ngan gon, rd rang, mach lac, sach s€, khong dugc tay x06a, c6 danh so6

trang, danh s6 bang biéu, hinh vé.

3. Rubric va thang diém

X Kha Trung binh £
Ticuchi | Lrone Tot Tir 6 — duéi | Tird— dwéi| . Lo0
s0 (%) Twr 8-10d Dwoi 4d
8d 6d
Motadoanva |y adadan | . . |Motadd
co sO ly thuyét \ . 1o Motadoan |,
) day du, suc tich vaco so:ly va co so 1y an va co
Mo ta do an va o T > | thuyét day du X so ly
" 1v X 10% 0 rang va thuc . thuyét I
co s¢ ly thuyét X PO nhung cach . , thuyét sai
tién, thé hién . \ khong du ; A
. trinh bay n hudng de
duoc ung dung L ndi dung .
.~ | chua suc tich tai
cho doanh nghiép
- M6 hinh TP, MONI | v hinh
logic duge thiét |- Mo hinh IP, | > 22, | IP, logic,
fePl . duoc thiet -
ké dung. log}c d}ch 1é dlne. - muc tiéu,
M5 hinh, myc ., | -Muctiéu, kich | thiét ké ding. '8~ | kich ban
a1 , 10% \ N o Muc ti€u,
ti€u, kich ban ban chuyén - Muc tiéu, . \ chua
o , . , kich ban , ,
nghi¢p, chinh kich ban tam . & chinh xac
S 2 con thiéu e
xac, ¢6 tinh thuc | 6n A s theo dé tai
R nhiéu noi <
tién. datra
dung
- Thuc hién
- Thuc hién chinh | - Thuc hién chinh x;ic
xac, chuyén chinh xac viéc trién n
A s 2 A iR . Khoéng
nghi¢p viéc trién | viéc trién khai thuc \
. i A hoan
2 . khai thuc khai thuc nghi¢m. \

Trién khai thyc 0 A A ~._ | thanh
nohiem 30% nghiém. nghiém. - Chua phan duoc tridn
s -Phantichva | - Phan tich va | tich va chua | 70~
trién khai duoc dé xuat dugc | dé xuat N
, e 1, L e 1 , nghi¢m

cac giai phap cac giai phap | duoc cac
phong vé phong vé giai phap
phong vé
— _|Canhanduoc | qppay | Cénhan
Ca nhan duoc ca | ca nhom danh \ ,
Personal 20% | nhom danh gid | gid dong gop | SU9C ©3 dugc ca
% \ 20 nhoém danh | nhom
tot chi 75% du r as . .
An gia dong danh gia
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g6p chi dong gop
50%du an | 0% du an
ongo |16
o NOi 10, twtin, | Noi 18, tw tin, | 10i, thidu ty | 12"
Kha nang trinh o X . . L tin, khong
bay 20% thuyét phuc, giao | giao luu tin, it giao giao hru
luu nguol nghe nguoi nghe luu nguoi nguoi
nghe nghe
Tra 1oi dung tat g Tra 1oi
e A e s s Tra loi n
ca cac cau hoi va | Tra 101 chinh . , khong
comorong va | xdc 70-80% | SDRXAC T o
Tra 161 cau hoi 10% D SR L A 50-69% o
phat trién cau tra | tong so cau 2 X A trén 50%
e 4R o £ . tong so cau 2 £
101 dé giai quyét | hoéi s - tong so
L0 hoi A
cau hoi
Tong 100
TP. Ho Chi Minh, ngady ..... thang ... nam 2024
Nguoi duyét dé Giang vién ra dé

Ths. Trian Quang Nhiat
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